- SecureMe

by Real Data Technology MSP

Install SecureMe on Linux

Ubuntu, Debian and Red Hat family; desktops and servers.

What SecureMe is

SecureMe is a lightweight security tool from Real Data Technology MSP. It stands between you and the
scam: before a dangerous link opens, SecureMe checks where it really goes. If it is a trap, you see a clear
warning instead of the fake page, and your security team is told.

How it protects you
« Scam and phishing links. Every link you click is checked before it opens: in email, in WhatsApp Web
and on any web page. A dangerous page is replaced by a red "SecureMe stopped this page" screen.

» Fake sign-in pages. If a page pretends to be Microsoft, Google or your bank and asks for your
password, SecureMe warns you before you type it.

» Phishing and payment-fraud email. When your company connects Microsoft 365 or Google
Workspace, incoming mail is checked for fake senders, look-alike domains and "urgent payment" tricks.

» Blocked sites on the whole computer. The agent blocks the sites on your company's block list for
every program, not only the browser.

* Your security team behind you. Every stop is recorded with the reasons. If a computer is at risk it can
be cut off from the network in one click, and released again.

Before you start
e Your enrolment code.
 sudo rights on the machine.

 curl installed, and outbound HTTPS to https://secureme.realdatatech.ae.

Your enrolment code connects the device to your company. Your administrator gives it to you; if you signed up
for the trial yourself, you can type the work email you signed up with instead. A zip downloaded from your

console's Install page already has the code inside, so there is nothing to type. Otherwise replace YOUR-CODE
wherever you see it.

Install: with the zip

curl -fsSLO https://securene.real dat at ech. ae/ downl oads/ Secur eMe- 1. 0. 1- Li nux. zi p
unzi p SecureMe-1.0. 1-Linux.zip & cd SecureMe-1.0. 1-Li nux

sudo bash install.sh YOUR- CODE

The zip holds the agent for x86-64 and ARM®64, the .deb packages and this guide. The installer picks the
right program, enrols the machine, starts the service and runs a self-test.

Or install with the online script
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curl -fsSLO https://securene.real datat ech. ae/ downl oads/i nstall-|inux.sh

sudo bash install-Ilinux.sh https://securene.real datatech. ae YOUR- CODE

It downloads the agent for your processor, verifies its checksum, enrols the machine and starts the
secureme-agent systemd service.

Or install the .deb package (Ubuntu, Debian)

curl -fsSLO https://securene.real dat at ech. ae/ downl oads/ secur ene- agent _1. 0. 1_and64. deb
sudo dpkg -i securene-agent_1.0.1 and64. deb
sudo securene-agent setup --server https://securene.real datatech. ae --code YOUR- CODE

Use the arm64 package on ARM machines.

Check it worked

sudo securene-agent sel ftest

journal ctl -u securene-agent -n 20

selftest should end with 0 problem(s). The machine appears as online on the Devices page of the console
within a minute.

Servers: "Isolate” in the console cuts the machine off from everything except SecureMe, including SSH. Only
isolate a server you can reach another way, or release it from the console. On the machine itself, sudo
secureme-agent release lifts isolation.

Updates

Nothing to do. The agent checks for a newer version about once a minute and updates itself. It only
accepts an update that is signed by your SecureMe server.

SecureMe is protected

SecureMe cannot be removed or switched off from the computer. This keeps the protection in place even if
someone is tricked into trying. If it must be removed, your security team does it for you, or gives you a
one-time removal code. Contact support@realdatatech.ae.

sudo securene-agent renove --code CODE

Help and emergencies

In an emergency (a password typed into a fake page, a payment made to a fraudster, a computer
behaving strangely): in the browser guard click Emergency: get help now. It goes to the top of the
SecureMe security team's screen.

For anything else, email support@realdatatech.ae or use Contact support at the bottom right of
https://secureme.realdatatech.ae. If a step fails, copy the exact message you see and include it.
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