- SecureMe

by Real Data Technology MSP

What SecureMe is and how it protects you

Start here. Two minutes to read.

What SecureMe is

SecureMe is a lightweight security tool from Real Data Technology MSP. It stands between you and the
scam: before a dangerous link opens, SecureMe checks where it really goes. If it is a trap, you see a clear
warning instead of the fake page, and your security team is told.

How it protects you
« Scam and phishing links. Every link you click is checked before it opens: in email, in WhatsApp Web
and on any web page. A dangerous page is replaced by a red "SecureMe stopped this page" screen.

» Fake sign-in pages. If a page pretends to be Microsoft, Google or your bank and asks for your
password, SecureMe warns you before you type it.

» Phishing and payment-fraud email. When your company connects Microsoft 365 or Google
Workspace, incoming mail is checked for fake senders, look-alike domains and "urgent payment" tricks.

» Blocked sites on the whole computer. The agent blocks the sites on your company's block list for
every program, not only the browser.

* Your security team behind you. Every stop is recorded with the reasons. If a computer is at risk it can
be cut off from the network in one click, and released again.

What SecureMe does not do

It does not read your emails, chats or WhatsApp conversations, and it never records what you type. It
only sees the address of the link you click.

« It does not scan your disk in the background or slow your computer: the agent uses about 10 MB of
memory.

» No security tool stops everything. If a message asks for money, a code or a password, confirm with the
sender by phone, even if SecureMe shows no warning.
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What you see when SecureMe stops something

SecureMe stopped this page

This link is dangerous, so it was not
opened.

https://micros@ft-login.example/renew

Why it was stopped

+ Uses look-alike characters to imitate Microsoft

= Address contains words used on fake sign-in or payment pages:
login

= Link text in the email showed a different site

You did not open it. Your device is safe.

Go back to safety

ﬁi‘f Protected by SecureMe, from Real Data Technology MSP

I think this is a mistake

A dangerous link: the page is not opened. "Go back to safety" returns you to where you were. "l think this is a mistake" asks
your security team to review it.

SecureMe paused this page

This link looks suspicious. Check before
you continue.

https://emiratesnbd-kyc.web.app/

What looks wrong

» Uses the Emirates NBD name but is not an official Emirates NBD
site
+ Hosted on a free website builder anyone can use

Nothing has been opened yet. If someone sent you this link, confirm
with them by phone first.

Go back to safety Open it anyway

[ I think this is a mistake

A suspicious link: SecureMe pauses and explains what looks wrong. You can go back, or open it if you are sure.

Which download do | need?

You have Download Guide (also inside the zip)
A Windows PC or server SecureMe-1.0.1-Windows.zip SecureMe-Guide-Windows.pdf
SecureMe-1.0.1-Browser-Guard.zip SecureMe-Guide-Browser-Guard.pdf
A Mac SecureMe-1.0.1-macOS.zip SecureMe-Guide-macOS.pdf
SecureMe-1.0.1-Browser-Guard.zip SecureMe-Guide-Browser-Guard.pdf
A Linux computer or server SecureMe-1.0.1-Linux.zip SecureMe-Guide-Linux.pdf
(and the browser guard zip on
desktops)
A phone The message checker (nothing to SecureMe-Guide-Phone.pdf

install from a store)
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Free trial and licence

A company can start a free trial at https://secureme.realdatatech.ae/signup (2 months for up to 50
computers, 3 months for more than 50), and one person can start a free month at
https://secureme.realdatatech.ae/personal: you receive an install link for your computers, and the
SecureMe security team at Real Data Technology MSP monitors them for you and sends you reports. To
stay protected after the trial and keep receiving updates, contact support@realdatatech.ae. SecureMe is
a yearly subscription priced per device: the larger the company, the lower the price per device. Advanced
Protection (+AED 30 per computer per year, free during trials) adds antivirus managed by SecureMe:
scans after start-up and every day, new downloads checked at once, threats removed or quarantined
automatically and reported to our team. When a free trial ends, protection is paused that day; SecureMe
stays installed and switches back on by itself as soon as your licence is activated, with nothing to install
again. If a paid subscription is not renewed, protection continues for a 30-day grace period and is then
paused in the same way.

The agent protects the whole computer and lets your security team look after it. The browser guard
checks links before they open and shows the warning screens. Install both for full protection.

Each zip contains the installer, the programs and its guide. All downloads are at
https://[secureme.realdatatech.ae

Help and emergencies

In an emergency (a password typed into a fake page, a payment made to a fraudster, a computer
behaving strangely): in the browser guard click Emergency: get help now. It goes to the top of the
SecureMe security team's screen.

For anything else, email support@realdatatech.ae or use Contact support at the bottom right of
https://secureme.realdatatech.ae. If a step fails, copy the exact message you see and include it.
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